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Response to Arguments 

2. Applicant's arguments filed 6/26/07 have been fully considered but they are not 
persuasive to overcome the prior art. 

Applicant argues the prior art does not teach or suggest "access management 
information which identifies a feature and /or service that is available to a user" 

Examiner points out the prior art taught "transferring access management data 
from CACS to all access controllers in access control system on an as-needed basis (= 
identifies a feature/service available to a user) [Rosenow, col 8 lines 10-13] 

The prior art also taught a Resource Access Control Services system (RACS) 
[Rosenow, col 7 lines 40] are loaded authorized resource tables, access control codes 
and encryption keys. It's clearly the RACS server controls and provides the resources 
(i.e.: CACS database 60, col 12 lines 24) or services to the network devices or users 
[Rosenow, Fig 1] including the security features [Rosenow, col 15 lines 23-55] either 
available (if a valid authorized resource pair is found, col 12 line 57) or not available (if a 
valid authorized resource pair is not found, col 12 line 54). 

Thus the rejection is sustained. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
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A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 17-36 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Rosenow et al [Rosenow, 5,4383,596]. 

3. As per claim 26, Rosenow discloses A device which is accessible by a user 
based on access management information, comprising: 

a reception unit constructed to receive, from a computer, a job and access 
management information for identifying a feature and/or a service of the device 
available to a user (i.e.: a private means or identifying a feature and/or a service of the 
device not available to the user), wherein the access management information is 
transmitted from a server to the computer [Rosenow, providing a private and dedicated 
means of transferring access management data from CACS to all access controllers (or 
peripheral devices) on an as-needed basis, col 8 lines 10-15]; and . 

a controller constructed to determine, based on the received access 
management information, whether the user can use a feature and/or a service of the 
device necessary to perform the received job [Rosenow, download authorized resource 
tables, col 12 lines 35-38], and 

constructed to perform the received job in a case that the user can use the 
feature and/or the service necessary to perform the received job [Rosenow, access to 
resources in session, col 12 lines 39-45]. 
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4. As per claim 27 Rosenow discloses the device is a printing device and the job is 
a print job [Rosenow, printer, col 17 lines 35-40]. 

5. As per claim 28 Rosenow discloses a transmission unit constructed to transmit to 
the computer a message for denying the access by the user, in case that said reception 
unit receives the job without receiving the access management information for the user 
[Rosenow, disconnected in an unauthorized manner, col 7 lines 25-35; exchange 
message, col 13 lines 17-22]. 

6. As per claim 29 Rosenow discloses a transmission unit constructed to transmit to 
the computer a message for denying the job, in case that the user can not use the 
feature and/or the service necessary to perform the received job [Rosenow, 
disconnected in an unauthorized manner, col 7 lines 25-35; exchange message, col 13 
lines 17-22]. 

7. As per claim 30 Rosenow discloses said reception unit receives access 
management information for a second user from the server without the computer, said 
controller determines a level of access to the device available to the second user based 
on the received access management information for the second user, and said 
controller allows the second user access to the device based on the determined level of 
access to the device [Rosenow, authorized resource table, col 6 line 3]. 
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8. As per claim 31 Rosenow discloses A device which is accessible by a user 
based on access management information, comprising: 

a reception unit constructed to receive, from a computer, a job and access 
management information for identifying a feature and/or a service of the device 
available to a user, wherein the access management information is transmitted from a 
server to the computer [Rosenow, providing a private and dedicated means of 
transferring access management data from CACS to all access controllers on an as- 
needed basis, col 8 lines 10-15]; and 

a controller constructed to determine, based on the received access 
management information, whether the user can use a feature and/or a service of the 
device necessary to perform the received job [Rosenow, download authorized resource 
tables, col 12 lines 35-38], and 

constructed to perform the received job in case that the user can use the feature 
and/or the service necessary to perform the received job [Rosenow, access to 
resources in session, col 12 lines 39-45]. 

9. As per claim 32 Rosenow discloses A server for use in controlling access to a 
peripheral device by a user, wherein the peripheral device is accessible by the user 
based on access management information, the server comprising: 

a reception unit constructed to receive from a computer authentication 
information corresponding to a user [Rosenow, provides communication control 
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functions required for communications between CACS and access controller, col 8 lines 
35-45]; 

an authentication unit constructed to authenticate the user using the received 
authentication information [Rosenow, access management data are loaded by server 
into the access controller, col 7 lines 37-62]; and 

a transmission unit constructed to transmit to the computer access management 
information for identifying a feature and/or a service of the peripheral device available to 
the authenticated user (or identifying a feature and/or a service of the peripheral device 
not available to the authenticated user), wherein the computer transmits the access 
management information and a job to the peripheral device [Rosenow, providing a 
private and dedicated means of transferring access management data from CACS to all 
access controllers on an as-needed basis, col 8 lines 10-15], 

the peripheral device determines, based on the access management information, 
whether the user can use a feature and/or a service of the device necessary to perform 
the job [Rosenow, download authorized resource tables, col 12 lines 35-38], and 

the peripheral device performs the job in case that the user can use the feature 
and/or the service necessary to perform the job [Rosenow, access to resources in 
session, col 12 lines 39-45]. 

10. As per claim 33 Rosenow discloses said reception unit receives from the 
peripheral device authentication information corresponding to a second user, said 
authentication unit authenticates the second user using the received authentication 
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information corresponding to the second user, said transmission unit transmits to the 
peripheral device access management information for identifying a feature and/or a 
service of the peripheral device available to the second user or identifying a feature 
and/or a service of the peripheral device not available to the second user, the peripheral 
device determines a level of access to the peripheral device available to the second 
user based on the access management information for the second user, and the 
peripheral device allows the second user access to the peripheral device based on the 
determined level of access to the peripheral device [Rosenow, providing a private and 
dedicated means of transferring access management data from CACS to all access 
controllers on an as-needed basis, col 8 lines 10-15]. 

11. As per claim 34 Rosenow discloses A server for use in controlling access to a 
peripheral device by a user, wherein the peripheral device is accessible by the user 
based on access management information, the server comprising: 

a reception unit constructed to receive from a computer authentication 
information corresponding to a user [Rosenow, authorized users, col 3 line 10]; 

an authentication unit constructed to authenticate the user using the received 
authentication information [Rosenow, access management data are loaded by server 
into the access controller, col 7 lines 37-62]; and 

a transmission unit constructed to transmit to the computer access 
management information for identifying a feature and/or a service of the peripheral 
device available to the authenticated user, wherein the computer transmits the access 
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management information and a job to the peripheral device, the peripheral device 
determines, based on the access management information, whether the user can use a 
feature and/or a service of the device necessary to perform the job [Rosenow, providing 
a private and dedicated means of transferring access management data from CACS to 
all access controllers on an as-needed basis, col 8 lines 10-15], and 

the peripheral device performs the job in case that the user can use the feature 
and/or the service necessary to perform the job [Rosenow, access to resources in 
session, col 12 lines 39-45]. 

1 2. As per claim 35 Rosenow discloses A computer for transmitting a job to a 
peripheral device, wherein the peripheral device is accessible by the user based on 
access management information, the computer comprising: 

a reception unit constructed to receive from a server access management 
information for identifying a feature and/or a service of the peripheral device available to 
a user or identifying a feature and/or a service of the peripheral device not available to 
the user [Rosenow, providing a private and dedicated means of transferring access 
management data from CACS to all access controllers on an as-needed basis, col 8 
lines 10-15]; and 

a transmission unit constructed to transmit the received access management 
information and a job to the peripheral device, wherein the peripheral device determines 
whether the user can use a feature and/or a service of the peripheral device necessary 
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to perform the job, based on the access management information [Rosenow, download 
authorized resource tables, col 12 lines 35-38], and 

the peripheral device performs the job in case that the user can use the feature 
and/or the service necessary to perform the job [Rosenow, access to resources in 
session, col 12 lines 39-45]. 

13. As per claim 36 Rosenow discloses a second transmission unit constructed to 
transmit to the server authentication information corresponding to the user, wherein the 
server authenticates the user using the authentication information and transmits the 
access management information for the authenticated user to the computer [Rosenow, 
a RACS server, col 7 lines 37-62]. 

14. As per claim 17 Rosenow discloses A method for controlling access to a 
peripheral device by a user, wherein the peripheral device is accessible by the user 
based on access management information, the method comprising the steps of: 

receiving, at a computer, from a server access management information for 
identifying a feature and/or a service of the peripheral device available to a user or 
identifying a feature and/or a service of the peripheral device not available to the user 
[Rosenow, providing a private and dedicated means of transferring access management 
data from CACS to all access controllers on an as-needed basis, col 8 lines 10-15]; 

receiving, at the peripheral device, the access management information and 
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a job from the computer [Rosenow, encryption keys or access management data are 
loaded by server into the access controller, col 7 lines 37-62]; 

determining, at the peripheral device, whether the user can use a feature 
and/or a service of the peripheral device necessary to perform the received job, based 
on the received access management information [Rosenow, download authorized 
resource tables, col 12 lines 35-38]; and 

performing, at the peripheral device, the received job in a case that the user can 
use the feature and/or the service necessary to perform the received job [Rosenow, 
access to resources in session, col 12 lines 39-45]. 

1 5. As per claim 18 Rosenow discloses receiving, at the server, authentication 
information corresponding to the user from the computer; and authenticating, at the 
server, the user based on the received authentication information, wherein the server 
transmits the access management information to the computer after the server 
authenticates the user [Rosenow, authorized users, col 3 line 10]. 

16. As per claim 19 Rosenow discloses the authentication information includes a 
user name and/or a password [Rosenow, user profile, col 7 lines 1-20]. 

17. As per claim 20 Rosenow discloses transmitting, at the peripheral device, to the 
computer a message for denying the access by the user, in case that the peripheral 
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device receives the job without receiving the access management information for the 
user [Rosenow, disconnected in an unauthorized manner, col 7 lines 25-35]. 

18. As per claim 21 Rosenow discloses transmitting, at the peripheral device, to the 
computer a message for denying the job, in case that the user can not use the feature 
and/or the service necessary to perform the received job [Rosenow, disconnected in an 
unauthorized manner, col 7 lines 25-35]. 

1 9. As per claim 22 Rosenow discloses transmitting, at the computer, to the server a 
request for the access management information, wherein the request identifies the user 
and the peripheral device, wherein the computer receives the access management 
information corresponding to the user and the peripheral device [Rosenow, authorized 
users, col 3 line 10]. 

20. As per claim 23 Rosenow discloses receiving, at the peripheral device, access 
management information for a second user from the server without the computer; 
determining, at the peripheral device, a level of access to the peripheral device 
available to the second user based on the received access management information for 
the second user; and allowing, at the peripheral device, the second user access to the 
peripheral device based on the determined level of access to the peripheral device 
[Rosenow, providing a private and dedicated means of transferring access management 
data from CACS to all access controllers on an as-needed basis, col 8 lines 10-15]. 



Application/Control Number: 10/017,438 
Art Unit: 2616 



Page 12 



21 . As per claim 24 Rosenow discloses receiving, at the server, authentication 
information corresponding to the second user from the peripheral device; and 
authenticating, at the server, the second user based on the received authentication 
information, wherein the server transmits the access management information for the 
second user to the peripheral device after the server authenticates the second user 
[Rosenow, authorized users, col 3 line 10]. 

22. As per claim 25, Rosenow discloses A method for controlling access to a 
peripheral device by a user, wherein the peripheral device is accessible by the user 
based on access management information, the method comprising the steps of: 

receiving, at a computer, from a server access management information for 
identifying a feature and/or a service of the peripheral device available to a user 
[Rosenow, a RACS server, col 7 lines 37-62]; 

receiving, at the peripheral device, the access management information and 
a job from the computer [Rosenow, encryption keys or access management data are 
loaded by server into the access controller, col 7 lines 37-62]; 

determining, at the peripheral device (i.e.: access controller device), whether the 
user can use a feature and/or a service of the peripheral device necessary to perform 
the received job, based on the received access management information [Rosenow, 
download authorized resource tables, col 12 lines 35-38]; and 

performing, at the peripheral device, the received job in a case that the user 
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can use the feature and/or the service necessary to perform the received job [Rosenow, 
access to resources in session, col 12 lines 39-45]. 



23. Claims 25-36 contain the identical limitations set forth in claims 17-24. Therefore 
claims 25-36 are rejected for the same rationale set forth in claims 17-24. 



THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to examiner Thong Vu, whose telephone number is (571)-272-3904. 
The examiner can normally be reached on Monday-Thursday from 6:00AM- 3:30PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Lynn Feild, can be reached at (571) 272-2092. The fax number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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